STAT
Sanitized Copy Approved for Release 2011/03/31 : CIA-RDP88G01116R000600740001-4

0‘0

<

Q”Q?

Sanitized Copy Approved for Release 2011/03/31 : CIA-RDP88G01116R000600740001-4



STAT

Sanltlzed Copy'Approved for Release 2011/03/31 : CIA RDP88GO1 1 16R000600740001 4

DATE

OFFICER'S COMMENTS (Number each comment to show from whom
INITIALS o whom. Draw o line across column ofter sach comment.}
RECEIVED FORWARDED
“anlDEC
30}vsee \)ﬁ :

3.

ExDir
Room 7D55 Hgs'.

10.

11,

N L B

12,

13.

?”M l;.rwmww

6] 0 use rusvvous

Sanltlzed Copy Approved for Release 2011/03/31 : CIA-RDP88G01116R000600740001-4



STAT

Sanitized Copy Approved for Release 2011/03/31 : CIA-RDP88G01116R000600740001-4

OIT 1053-86

24 DEC 1986
MEMORANDUM FOR: Executive Director

"VIA: Deputy Director for Administrat\}ﬁQS;;

FROM: Edward J. Maloney
Director of 'Information Technology

SUBJECT: OIT Standards

1. Attached are OIT Statements of Direction for Network Architecture and
Terminal and Workstation Protocol, and OIT Standards for Document Interchange
Format, Electronic Mail Interchange, 3270 Protocol for Terminals and
Workstations and Database Management System Data Language.

2. These Statements of Direction and Standards have received unanimous
approval from the Customer/Standards Committee. I would like to thank the
members of the committee, whose assistance and patience in the coordination of
multiple drafts were invaluable.

3. 1 have personally reviewed all of these Statenents of Direction and
Standards, and I believe that their adoption will increase the effectiveness
of Agency computing by improving our ability to share information through
interconnected Agency computing systems and to utilize vendor-developed
solutions to our problems. Therefore, I adopt them as OIT Statements of
Direction and OIT Standards.

4, These Statements of Direction and Standards will be formally
published and we will prepare a Headquarters Notice announcing their
availability by early February 1987. In addition, we will brief ADP Control
Officers and coordinate with the Office of Logistics to develop language
suitable for inclusion in Agency Requests for Proposal and resulting
contracts. We will also provide consulting and assistance to our customer,
contractor, and vendor communities to ensure an understanding of and
compliance with the Standards.

EAGAYEJ ¢ MaTEh ey)
=

Attachments:
As Stated
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OIT Statement of Direction
Network Architecture

10/27/86

1. Summary

1.1 This is the OIT statement of direction for network architecture,
covering the overall architecture of connections of computer systenms,
workstations and terminals with OIT mainframe computer systems. The
direction is System Network Architecture (SNA), an IBM-defined network
architecture. .

1.2 It is OIT's ultimate intent to adopt the Open Systems Interconnect
(OSI) network architecture, an international standard, although OIT's
current plan is to implement SNA, as explained in this Statement. The
reasons for the adoption of SNA as the present direction, and the status
of OSI and OIT's plans for OSI, are presented here.

1.3 The need for this statement of direction is discussed, applicable
candidates are reviewed, and the selected approach is presented.
Intentions regarding the applicability of this direction and planned OIT
standards and implementation responsibility are given.

2. Need for this Statement of Direction

2.1 OIT is presently defining strategic interfaces dealing with OIT
computer systems. However, those interfaces cannot be defined
independently; choices of one interface can affect the choices that can
be made for another interface. There are presently two candidate
network architectures, the Open System Interconnect (0SI) model defined
by the Comite Consultatif Internationale Telegraphique et Telephonique
(CCITT), and SNA as defined by IBM.

2.2 The choices of interfaces such as form of document, mail systems,
workstation and terminal connection must all be made within a single
network architecture. Thus, there is a need to select a network
architecture.

2.3 OIT presently does not employ a single network architecture; rather,
selections of communications methods are based on the specific
requirements for each situation. However, the present experience
indicates a need for a set of integrated network software. The network
control features that become available with the adoption of a single
network architecture are one benefit of such an approach; another
benefit is the ability to make wider use of standard software products.
The interoperability of OIT systems with other networks will also be
improved by the use of a single OIT network architecture.

2.4 The adoption of a network architecture direction will provide a
framework for the planning of OIT systems, as well as enable the

selection of an integrated, functionally complete set of products based
on that architecture.
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OIT Statement of Direction
Network Architecture

2.5 OIT customers and vendors also need a clear statement of OIT's
long-term direction with respect to network architectures, so that they
can make appropriate plans for their systems that will interface with
OIT systems.

3. Candidate Standards

3.1 The leading candidate is SNA from IBM. SNA is completely supported
throughout IBM's product line. Because of IBM's market position, many
vendors other than IBM have developed SNA interfaces. There are also a
growing number of "bridge" products, developed specifically to permit
non-IBM products to interface to SNA networks. Thus, SNA is a network
architecture that has become a de facto industry standard.

3.2 The OSI approach has the advantage of being defined by an
established, vendor-independent standards organization. There is
considerable activity to complete the definition of the OSI architecture
and develop OSI products. There 1is also a clear tendency among
Government organizations to adopt the 0SI architecture. However, at
this time the OSI model as defined has a large number of open areas, and
there is not complete set of products implementing the OSI model
available to run with OIT's IBM mainframe computer systems.

3.3 Although .the OSI and SNA choices present a clear dichotomy at this
time, it is not expected that the differences between the two approaches
will continue to be as great as they are today. There are industry
trends toward the convergence of the OSI and SNA network architectures,
as well as bridge products to connect the two network types. There is
also some movement on IBM's part toward OSI support. Thus, the
selection of SNA as a single network architecture at this time is
expected to facilitate the later adoption of the OSI network model, by
providing a consistent base for the transition.

4. Direction

B.1 SNA is OIT's direction. Although SNA is an architecture developed
by a single vendor rather than a standard promulgated by an official
standards body, its adoption will not increase our reliance on IBM as a
supplier. In fact, because of its wide vendor acceptance, its adoption
will tend to increase our ability to integrate a multi-vendor computer
environment.

4.2 OIT intends to change its direction to OSI when mature, fully
functional OSI  products become available as industry mainstream
products. There is no way to estimate how quickly that change in
direction will occur, however, or how the transition to OSI will be
accomplished.

4.3 For further information about SNA and 0OSI, see the references.

5. Applicability
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OIT Statement of Direction
Network Architecture

5.1 OIT's intention is to define a set of strategic interfaces within
the SNA architecture, such as electronic mail interchange, document
format, terminal and workstation connectivity. As these interfaces are
defined and implemented, all connections between computer systenms,
workstations and terminals and OIT mainframe computer systems will be
required to conform to interface standards within SNA.

5.2 This statement of direction is provided so that OIT customers and
vendors can understand OIT's future direction, and make appropriate
plans for future systems that interface with OIT systems.

6. Implementation

6.1 OIT will develop a set of standards for strategic interfaces within
the SNA architecture.

6.2 SNA includes a very large product set; OIT will select products from
that set to provide network services. Not all products that are
compatible with SNA will necessarily be supported by OIT.

6.3 OIT will continue to monitor the progress of the OSI architecture.

7. References

7.1 Systems Network Architecture Reference Summary, IBM Corporation,
Technical Publication GA27-3136.

7.2 Systems Network Architecture Technical Overview, IBM Corporation,
Technical Publication GC30-3073.
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OIT Standard
Electronic Mail Interchange

10/6/86

1. Summary

1.1 This 1is the OIT Standard for protocols and data streams used for
electronic mail interchange between OIT mainframe computer systems and
other computer systems and between OIT mainframe computer systems and
workstations. The standard for transfers between OIT mainframe computer
systems and other computer systems 1is IBM's System Network Architecture
Distribution Services (SNADS); the standard for transfer between OIT
mainframe computer systems and workstations is IBM's Document
Interchange Architecture (DIA).

1.2 This standard covers the protocols used to exchange electronic mail.
1.3 The need for this standard 1is discussed, applicable potential

standards are reviewed, and the standard 1is presented. The
applicability, effective date and implementation of the standard are

specified. References are provided.

2. Need for this Standard

2.1 This standard is needed because of the adoption of workstations
instead of terminals and because of the present and planned use of
departmental-level computers with mail systems.

2.2 Workstation computer systems are increasingly being used in place of
terminals within the Agency. Workstations offer the potential of using
computing capability on the user's desk to offer an efficient,
user-friendly interface to a mail system, as well as shifting part of
the workload from OIT mainframes to the workstation. However, an
interface is required that permits the interchange of mail between
cooperating programs in the mainframe and workstation.

2.3 The Agency has operational and planned computer systems that include
electronic mail systems. Among these are Wang networks employed
throughout the DDS&T and DDO, the Improved NPIC System now under
development and the FBIS AFS System. In each case, these computer
systems provide electronic mail services to their users, but these mail
systems cannot exchange mail with each other. Electronic mail is
becoming 1increasingly important for an ever-wider group of
administrative and other services, as well as an important
communications method for Agency personnel. The need for Agency-wide
access to electronic mail service 1is apparent. The adoption of a
standard for the protocols and data streams that are employed for the
exchange of electronic mail between Agency computer systems will enable
mail .interfaces to be developed that interconnect these computer

systems.

2.4 Using the IBM approach, the workstation-to-mail system interface and

the mail system-to-mail system interface are performed by products

meeting different specifications. The workstation-to-mail system
1
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Electronic Mail Interchange

interface allows a single user to log on, pick up and send mail, and log
off. That interface can be used as a mail system-to-mail system
interface, but it would be cumbersome, since one mail system would have
to log on, pretending to be each of its users, ask for mail, and log
off. A more appropriate mail system-to-mail system interface allows one
mail system to 1log on and pick up all mail for all of its users in a
single operation.

3. Candidate Standards

3.1 There are several candidate standards. IBM's System Network

Architecture includes SNADS, a mail system-to-mail system interface, and
DIA, a user-to-mail system interface. The set of international

standards developed by the CCITT includes a standard for electronic
mail, X.400.

3.2 X.400 cannot be used with IBM mainframe systems at this time because
it assumes end-to-end X.25 transport services, that are not available
for IBM mainframes. In addition, it is not mature enough for adoption
as a standard at this time. There are still several areas that are in
active consideration for modification, and products based on X.400 are
not widely available.

3.3 The SNA standards for electronic mail interchange, DIA and SNADS,
are specified and have been implemented successfully. They have also
been accepted by a variety of vendors of computer systems, so that DIA
and SNADS are becoming de facto industry standards. These standards are
supported by IBM on MVS and VM, by Digital Equipment Corporation
minicomputers, . Data General minicomputers, Wang systems and other
vendors. No other standard for exchange of electronic mail is supported
by such a large number of vendors.

§ . Standard

4,1 SNADS is the standard for electronic mail interchange between mail
systems, and DIA is the selected standard for mail interchange between a
mail system and a workstation.

4.2 Although SNADS and DIA are product architectures from a single
vendor, rather than a standard promulgated by an official standards
organization, their adoption will not increase our reliance on IBM as a
supplier. In fact, because of their wide vendor acceptance, this
standard will improve our ability to integrate a multi-vendor office
systems environment.

5. Test Standard

5.1 The current version of the IBM product DISOSS is the test standard
for compliance with this standard.

6. Applicability of the Standard

6.1 This standard is applicable to all electronic mail transfers between
2
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OIT mainframe computer systems and workstations and computer systems.
All such transfers will take place using the protocols and data streams
of SNADS and DIA.

6.2 This standard restricts the acquisition of computer systems that
Wwill exchange electronic mail with OIT mainframe computer systems to
those that implement SNADS. Every computer system that is acquired that
is to make electronic mail exchanges with OIT mainframe computer systems
must conform to this standard.

6.3 Existing connections that do not comply with this standard are
exempt from compliance until major upgrades are made. When a major
upgrade is made to any connection that 1is exempt from this standard,
that connection must be brought into compliance.

6.4 New connections with OIT systems for exchange of electronic mail
Wwill not be made unless the connecting systems conform to this standard.

7. Effective Date

7.1 This standard is effective immediately.

8. Implementation

8.1 Before any electronic mail system is connected to OIT mainframe
computer systems, the sponsoring component must provide a demonstration
of compliance with this standard.

8.2 OIT will establish appropriate validation criteria and provide a
point of contact for demonstrating product compliance with this
standard.

8.3 OIT will furnish programs to interface with connecting computer
. systems according to SNADS and DIA protocols and data streams as
required.

9. References

9.1 Document Interchange Architecture: Concepts and Structures, IBM
Publication # SC23-0759.

9.2 SNADS Format and Protocol Reference, IBM Publication #SC30-3112.

9.3 Distributed Office Support System/370, Version 3.2: Architecture
Reference for Document Interchange Units and SNADS Interchange Units.

3
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OIT Standard
Document Interchange Format

12/19/86

1. Summary

1.1 This is the OIT Standard for the form of a document exchanged
between OIT mainframe computer systems and other computer systems. The
standard is Document Content Architecture (DCA), as defined by IBM.
This standard covers documents that consist of text only.

1.2 The need for this standard is discussed, applicable potential
standards are reviewed, and the recommended standard is presented. The
applicability of the standard and OIT implementation responsibility are
given.

2. Need for a Document Format Standard

2.1 Using Agency word processing systems, there are today a number of
different methods that can be employed to produce a document. These
include HBWP, AIM, Wang word processors (several types), NBI word
processors, personal computers (principally IBM) using a variety of
commercial word processing programs, and soon IBM 3270/AT's running PC
word processing progranms. ‘ i

2.2 With these different methods of document composition, 1in some cases
a document produced using one method cannot be edited with another. In
other cases, a document produced using one word processor must be
transformed into a text file before being edited by another, resulting
in the loss of formatting information. This problem will become more
severe when personal computer word processors are used; without a
standard form of document, it may be impossible for a Delta Data user to
edit a document produced on a 3270/AT running OIT-sanctioned word
processing software.

2.3 The adoption of a standard document format, and the implementation
of programs to transform documents from all present document preparation
systems into that standard form and back, will allow for document
interchange among all OIT-sanctioned word processing methods (note,
however, that some loss of formatting controls following a
transformation will occur). In addition, through the implementation of
programs to print documents in DCA format, documents produced on any
OIT-supported word processor will be printable on any OIT-supported
printer.

3. Candidate Standards

3.1 “The leading candidate standard is Document Content Architecture
(DCA) from IBM. Because of IBM's support for this standard throughout
their product 1line, and because DCA 1is the first widely applicable
document standard that has been completely implemented, it is rapidly
becoming a de facto industry standard.

3.2 DCA is supported by a variety of microcomputer and workstation word
1
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processing programs, including Multimate, Microsoft Word and Alis. DCA
is also supported by several minicomputer systems from the leading
office systems vendors, including DEC and Data General. Many software
and minicomputer suppliers who do not already support DCA are announcing
their intention to support it.

3.3 A competing alternative, in use at the Agency for some time, 1is
Waterloo Script. Waterloo Script is used by VM installations for VM
word processing and document exchange. Present OIT systems support the
creation, transmission, editing and printing of documents in Waterloo
Script. Waterloo Script has rich  functional capabilities;
unfortunately, it does not enjoy vendor support outside the VM
environment. ’

4, Standard

4.1 IBM's Document Content Architecture 1is the selected standard.
Although DCA is a product specification from a single vendor, rather
than a standard promulgated by an official standards organization, its
adoption will not increase our reliance on IBM as a supplier. In fact,
because of its wide vendor acceptance, its adoption will tend to
increase our ability to integrate a multi-vendor office systems
environment.

4.2 There is no other standard for document format that enjoys
acceptance by such a wide range of vendors, with so many bridge products
available.

4.3 There are two DCA formats, called Revisable Form Text and Final Form
Text. Because it allows for further editing and Final Form does not,
Revisable Form is the standard for documents that can be revised, Final
Form is the standard for documents that are not to receive further
revision.

4.4 For further information about DCA, see the references.

4.5 Although DCA is the standard for interchange of documents between
computer systens, and DCA is a required capability for all word
processing hardware and software that is sanctioned and supported by
OIT, two optional methods of document interchange will also receive
limited support from OIT: native file exchange and text file exchange.

4.6 "Native file" format is the document file that is normally produced
by a word processor when no transform is applied to the file it
produces. Typically, each company's products, hardware or software,
have a unique native file format that is produced. The transfer of
documents in native format between computer systems will be supported by
OIT as a transfer only; no printing or transform capabilities will be
provided. The ability to transfer this format between computer systems
will allow the transfer of documents between users of the same word
processor without an intervening transformation. -

4.7 "Text file" format is a flat file, one record per line of text,
2
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using either the ASCII or EBCDIC character sets, without any formatting
controls. OIT will support the transfer of such files between computer
systems, and will provide only the capability to transform the character
sets between ASCII and EBCDIC as appropriate. No other transformation
capabilities will be provided, and no capability to print on
OIT-supported printers is guaranteed.

5. Test Standard

5.1 Compliance with the DCA standard will be tested by means of the
DisplayWrite PC word processor, an IBM product that implements DCA.
Exchange of DCA documents with Displaywrite with no loss of information
will be the benchmark for judging DCA compliance of other products. -

6. Applicability of the Standard

6.1 This standard is applicable to all transfers of document data
between OIT mainframe computer systems and other computer systenms,
including mainframe, office-level and workstation-level computer
systems. The capability to carry out such exchanges using the DCA
format is required.

6.2 This standard restricts the acquisition of printers that -are
connected to - OIT mainframe computer systems to those that can print
documents in DCA format. Every printer acquired must either be equipped
to print DCA, or a printer driver that allows the printer to print DCA
format documents must be written before the printer can be connected to
OIT systems.

6.3 This standard restricts the acquisition of word processing hardware
and software that is connected to OIT mainframe computer systems, and
the development of such hardware and software, to products that can
produce documents in DCA format. No word processing hardware or
software can be connected to OIT mainframe computer systems that does
not have the capability of producing DCA format documents, unless a
transformation program to transform the product of such hardware or
software is provided in advance of installation.

6.4 There are two alternate formats for document transfer that are
permitted, in addition to DCA, which is required. The alternate forms
are native form and text form. Native form is the file created by a
hardware or software word processor for its internal wuse. Typically
these files are undocumented, and not readily translatable into other
formats. OIT will support native format exchange of documents between
word processors of the same type. The second optional format is text.
If a document is formatted as a flat ASCII or EBCDIC text file, OIT will
provide the ability to transfer such a file between systems, including
character translation.

6.5 Cable traffic that arrives by means of the narrative text network

that conforms to established message formats is exempt from this
standard.

3
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6.6 Existing connections that do not comply with this standard are
exempt from compliance until major upgrades to those facilities are
made. When a major upgrade is made to any connection that is exempt
from this standard, that connection must be brought into compliance.

6.7 New connections with OIT systems for document exchange will not be
implemented unless the connecting systems have the capability to furnish
documents in DCA Revisable Form Text format.

7. Effective Date

-

7.1 This standard is effective immediately.

8. Implementation

8.1 A1l OIT components are responsible for conforming to this standard
during the development and installation of new systems.

8.2 OIT will establish appropriate validation criteria and provide a
point of contact for certifying product compliance with this standard.

8.3 OIT will maintain a list of hardware and software that is known to
conform with this standard. :

8.4 OIT will furnish programs to transform in both directions between
Waterloo Script and Revisable Form DCA, and between ASCII text and
EBCDIC text.

8.5 OIT will furnish programs to support the printing of documents in
DCA format on all OIT-supported printers.

9. References

9.1 Document Content Architecture, Revisable-Form-Text Reference, IBM
Publication # SC23-0758-0.

9.2 Document Content Architecture, Final Form Text Reference, IBM
Publication # SC23-0757-1.

y
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OIT Statement of Direction
Terminal and Workstation Protocol

11/4/86

1. Summary

1.1 This is the OIT statement of direction for protocols used to connect
(interactive) terminals and intelligent workstations to OIT mainframe
computer systems. OIT's direction is toward IBM's 3270 protocol.

1.2 This direction 1is limited to terminal and workstation connections,
and does not apply to connections between OIT mainframe computer systems
and another computer system, where that computer system is providing
services other than the support of a single user.

1.3 The need for this statement of direction is discussed, candidate
directions are reviewed, and the selected approach is presented.
Applicability of this statement of direction and OIT implementation
responsibility are given.

2. Need for this Statement of Direction

2.1 The use of a standard protocol for connection of terminals and
workstations to OIT mainframes will provide OIT customers with ease of
connection to OIT systems, improved accessibility to application
software and improved interoperability of Agency ADP equipment.

2.2 OIT is carrying out the NEWS project, to provide advanced functions
that incorporate cooperative processing between workstations and
mainframes. These capabilities require the standardization of the
workstation-mainframe interface.

3. Candidate Directions

3.1 OIT offers TTY terminal connections to its mainframes, at a data
rate of up to 9600 baud (roughly 9600 bits per second). Support is
provided for asynchronous TTY terminals that operate as '"glass
Teletypewriters" and through the use of the Conversational Access
Monitor (CAM) that supports full-screen operation and menu generation
for Delta Data terminals.

3.2 Most IBM mainframe installations do not use TTY connections to their
terminals; typically they use 3270 terminals, that operate at speeds up
to 2.4 megabits per second, more than 250 times as fast as TTY
connections. The bulk of application software available for IBM
mainframes supports only 3270 terminals. The OIT-implemented 3270
simulator that allows the use of 3270-based application software with
Delta Data terminals is suitable only as a bridge.

3.3 With the arrival of the Intecom PBX and 1its support for 3270
connections without a requirement for a separate coaxial cable to each
terminal, it is now feasible for the Agency to adopt the terminal
interconnect method that is in the industry mainstream, that will make
available the widest variety of terminal, workstation and mainframe
hardware and software.

1
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4, Direction

4.1 OIT's direction is toward the 3270 protocol for connecting terminals
and workstations to OIT mainframe computer systems.

4.2 OIT has also established IBM's System Network Architecture as a
direction; when SNA is running on OIT networks, then the protocols of
SNA to support remoteclusters of terminals and workstations will become
available for the support of terminals and workstations in remote
locations.

5. Applicability

5.1 This statement of direction is provided so that OIT customers and
vendors can understand OIT's future direction and make appropriate plans
for future systems that interface with OIT mainframe computer systems.

5.2 OIT's intention is to define an interface standard for 3270
connections and to rely on that interface for the interconnection of all
terminals and workstations that are connected to OIT mainframe computer
systems.

5.3 It is OIT's direction to move away from the use of CAM by
discontinuing the acquisition of terminals that require CAM, ceasing the
development of new CAM applications, advocating the use of 3270
applications and discontinuing the support of CAM when the present base
of applications that require CAM has been replaced.

5.4 The connection of new terminals and workstations that do not comply
with applicable OIT standards may require an engineering effort which
may include the acquisition and installation of a protocol converter.
Connection of such devices can be dealt with only on an case by case
basis, as the need for such conections arises. In any case, such
connections should not include support for CAM.

6. Implementation

6.1 OIT will develop a standard for 3270 interfaces to terminals and
workstations. All OIT components are responsible for conforming to this
standard during the installation and maintenance of workstations and
3270 terminals.

7. References

7.1 IBM 3270 Information Display System Introduction, GA27-2739.

7.2 IBM 3270 Information Display System Data Stream Programmer's
Reference, GA23-0059

2
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OIT Standard
3270 Protocol for Terminals and Workstations

10/27/86

1. Summarx

1.1 This standard defines the protocols used to connect (interactive)
terminals and intelligent workstations to OIT mainframe computer systems
when the 3270 protocol is employed. The standard is the IBM Distributed
Function Terminal (DFT) Category A protocol for 3270 terminals.

1.2 This standard is limited to terminal and workstation connections.
The standard does not apply to computer-computer connections where the
computer is providing services other than the support of a single user,
and does not apply to a single connection of a network of workstations
as a cluster of terminals.

1.3 The need for this standard is discussed, applicable potential
standards are reviewed, and recommended standards are presented. The
applicability of the standard and OIT implementation responsibility are
given.

2. Need for this Standard

2.1 OIT has an established direction to use the 3270 protocol to connect
terminals and workstations to OIT mainframe computer systems (see the
OIT Statements of Direction on Terminal and Workstation Connection and
Network Architecture). There are several variations within that
protocol; therefore the particular protocol to be employed must be
identified.

3. Candidate Standards

3.1 There are two modes of 3270 protocol that are used to attach
workstations and terminals to controllers, the Control Unit Terminal
(CUT) mode and Distributed Function Terminal (DFT) mode. DFT is a more
recent product; all recent functional enhancements to 3270 terminals
made by IBM are supported only by DFT mode. DFT also allows more
terminals to be supported from a single controller, and allows file
transfers to be made twice as fast as CUT. Both DFT and CUT enjoy wide
support by vendors other than IBM.

4, Standard

4.1 In order to connect a terminal or workstation to OIT computer
centers, OIT approval for the connection must be obtained. Only OIT can
make or change physical connections to OIT networks.

4.2 The IBM 3270 DFT Category A terminal protocol is the standard.
Although this protocol is a specific product from one vendor rather than
a standard promulgated by an official standard organization, its
adoption will not increase our reliance on IBM as a supplier, because=ef
the wide support for this protocol from vendors other than IBM.
4,2.1 Since OIT's strategic direction is to adopt the SNA Network
1
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Architecture (see the Network Architecture Statement of Direction),
terminals and workstations must be able to use the DFT protocol
when connected to a SNA or a non-SNA controller.

4.2.2 A further requirement for terminals and workstations that use
the 3270 DFT protocol is that they be compatible with Intecom's
LANmark (3270) feature. That is, such devices must be supported by
by Intecom, which means it must be included on Intecom's list of
devices certified for LANmark 3270.

5. Test Standard

5.1 The test standard for verifying compliance with this standard is the
set of tests conducted by Intecom before equipment is placed on their
list of supported interconnections.

6. Applicability

6.1 This standard is applicable to connections of any terminal or
workstation with OIT's mainframe computer systems.

6.2 Conformance to this standard will allow a workstation or terminal to
access only 3270 applications. CAM applications are supported only for
workstations that meet this standard and also run a PC implementation of
CAM that is compatible with mainframe CAM support, and for terminals
that are compatible with CPCAM, GIMCAM and OSCAM.

7. Effective Dape

7.1 This standard is effective immediately.

8. Implementation

8.1 All OIT components are responsible for conforming to this standard
during the installation and maintenance of workstations and 3270
terminals.

8.2 OIT is responsible for maintaining a list of workstations and
terminals that are known to conform with this standard.

8.3 OIT will establish appropriate validation criteria and provide a
point of contact for certifying product compliance with this standard.

9. References

9.1 IBM 3270 Information Display System Introduction, GA27-2T739.

9.2 IBM 3270 Information Display System Data Stream Programmer's
Reference, GA23-0059

2
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1. Summary

1.1 This is the OIT standard for the data language interface to database
management systems for Agency use on mainframes, minicomputers and
microcomputers. The standard is SQL, an acronym for "Structured English
Query Language". The interim definition of SQL is provided by IBM's
database system products, SQL/DS (for "Structured Query Language Data
System") and DB2 (Database 2). When an ANSI standard is developed that
has sufficient functionality to meet Agency needs, a revised version of
this standard will be issued, utilizing the ANSI standard as the

definition of SQL.

1.2 The need for a standard is discussed, applicable potential standards
are reviewed, and the recommended standard is presented. The
applicability of the standard and OIT implementation responsibilities
are given.

2. Need for this Standard

2.1 The Agency runs a variety of computer systems of differing capacity;
mainframes are available Agency-wide, microcomputers are used by
individuals, and there are a few minicomputers used by groups of users.
Database management systems are commonly employed on computers of all
sizes; indeed, the collection and analysis of data pervades intelligence
activities.

2.2 The Agency. presently employs a variety of incompatible database
systems for different applications. Some systems that are currently run
include GIMS, IDMS/R, INQUIRE, NOMAD, DBASE, RAMIS, RDMS and SQL/DS.
These systems have different interfaces, and there are numerous problems
caused by the number of different database systems that OIT presently
supports:

2.2.1 there is 1little or no ability to relate information
stored by one database system to information stored by another

system;

2.2.2 it 1is difficult to migrate databases and database
applications from one system to another; since workstations
are computer systems that can run database systems themselves,
this problem will become much more severe when workstations
are in widespread use;

2.2.3 there 1is no commonality of user access techniques
between systems, so that a customer who learns how to access a
database on

one system cannot necessarily access a database on another system;

2.2.4 OIT consulting and programming resources are challenged by the
need to support a large number of conceptually different data languages.

2.3 OIT has plans to develop cooperative processing for workstations and
1
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mainframes, that will wultimately allow the use of database on the
mainframe in conjunction with databases stored on workstations.
Clearly, such a capability must be based on some standard interfaces to
the database systems that are used on both machines.

2.4 It is desirable for a database user to be able to use a common set
of techniques for database access, whatever type of computer system is
involved. Thus, a user who has access to database systems on
workstations, departmental and mainframe computers would have only one
set of access techniques to learn.

2.5 Similarly, if a database initially created on a personal computer
becomes too large for the PC and needs to be migrated to a mainframe in
order to offer wider access and better performance, then the users of
that database would not have to learn new access techniques. Although
the use of a standard data language will not provide for automatic
migration of databases, the commonality of design approach between two
database systems that implement the same data language will make
migration much easier than it is between systems with completely
different data languages, and once the migration is complete the
migrated database can be accessed by the same queries that were used for
the original database.

2.6 There is also a need to be able to develop databases independently
and then integrate them if subsequent events or intelligence needs
require that information in one database be used in conjunction with
information stored in another, separately-implemented database. A
common data language, and the common design approach implied by the
common data language, can make such integration possible to achieve in
situations where it would otherwise be completely unachievable; however,
such integration can still be a difficult task.

2.7 Although the SQL language does not provide a method for the transfer
of data between different database systems, it does provide the
opportunity to define such a standard method of transfer based on the
SQL 1language. Specifically, such a data transfer standard can be
defined that consists of a the sequence of SQL statements that will
create tables of identical structure, content and access privileges on
the target system that existed on the source systenm.

3. Available Standards

3.1 In the area of data languages that can be used as user interfaces or
as application interfaces, industry direction is clear: SQL. IBM has
adopted SQL for their database systems that run on VM and MVS, the ANSI
committee working on a relational data language has reported out a draft
standard that is SQL, and virtually every database system in development
today is based on the use of SQL. Recently, Cullinet, Software AG and
Applied Data Research, all major independent DBMS vendors, have
announced their intention to support SQL.

4. Standard

2
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4.1 The standard is the SQL language. The interim definition of SQL is
the implementation of IBM's products, SQL/DS and DB2. This standard
will be in effect until there is a final ANSI standard with suitable
functionality; at that time, the ANSI standard will be used as the SQL

definition.

5. Test Standard

5.1 The test standard for.verifying compliance with this standard is
SQL/DS, as installed on OIT VM systems.

6. Applicability

6.1 This standard is applicable to personal computers, minicomputers and
mainframe computers. The only database systems that will be sanctioned
and fully supported by OIT are those that implement a SQL interface.

6.2 Customers who utilize OIT assistance 1in selecting a database system
for an application should be advised to choose a system that implements
SQL, since long-term continued support can be assured only if SQL is
chosen. Similarly, a choice of SQL will allow the integration of
mainframe and PC database processing.

6.3 OIT development projects are required to use only database systems
that implement SQL for all new application developments. Present
applications, and applications presently under development, are exempt
from this standard; however, if major enhancements are made to present
applications, then the standard applies.

6.4 If a database system in use by an OIT development project offers a
SQL interface and a non-SQL interface, the OIT project is required to
use the SQL interface for all database access.

6.5 Where major commitments have been made to database systems that do
not implement SQL, a formal commitment should be sought from the vendor
to implement SQL, and the use of that system should be oriented toward
conversion to the SQL features when they become available. If the
vendor will not commit to the adoption of SQL, eventual migration to
another database system should be considered.

6.6 This standard does not require or imply that support for
noncomplying database systems or applications will be  dropped
immediately. Issues of support and conversion are the responsibility of
the OIT components who carry out such activities, and are outside the
scope of this standard.

7. Effective Date

7.1 This standard is effective immediately.

8. Implementation

8.1 OIT will maintain a list of hardware and software that is known to

3
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conform with this standard.

9. References

9.1 Database Language SQL, January 1986, ISO PC97/FC21/WG3-N96, ANSI
X3H2-86-2, American National Standards Institute, New York, N.Y. ' .

9.2 IBM Database 2 Reference Summary, SX26-3740, IBM Corporation,
Armonk, N.Y.
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OIT 1056-86

24 DEC 1986

MEMORANDUM FOR: Executive Director
VIA: Deputy Diréctor for Administration

FROM: Edward J. Maloney .
Director of Information Technology

SUBJECT: Standards Activities

1. This memorandum responds to your request of 3 December for a review of

OIT and Customer/Standards Committee progress toward three goals established
in your memorandum of 13 May 1986: the development of a set of
communications, Interface and service standards for the Agency, the
identification of workstation networking options and the development of
guidelines in this area, and setting a deadline to end the purchase of
standalone word processing equipment and other equipment that does not meet
Agency standards.

2. Standards. We have developed an initial set of standards and
statements of direction for strategic interfaces, that will allow the use of
OIT mainframe computer systems to connect Agency computing systems. Those
standards cover terminal interfaces, mail interfaces, document exchange and
database management system access. They have been coordinated within OIT,
unanimously accepted by the Customer/Standards Committee, and adopted by
D/OIT; they are now in the publication cycle. The standard for levels of
service has proved to be more complex to develop, since it covers the full
range of OIT's services, with availability and performance levels for each.
We expect to complete OIT work on this standard by 1 March 1987.

3. Workstation Networking. When we accepted the goal of 1 December 1986
for establishing standards and guidelines for the networking of workstations,
it is clear that we underestimated the complexity of this problem and the

effort required by our commitment to standards development. Our consideration

of options that are appropriate for Agency use includes the following:

o committed and planned equipment installation, including the PBX and
our project to begin the design and installation of a fiber-optic
broadband carrier system in the Headquarters compound in FY 1988.

o the wiring characteristics of our buildings, specifically the in

place and planned wire grids and wire closets, for present and new
Headquarters buildings and Reston, and
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o a technology that does not yet have a clearly established mainstream,
particularly with regard to the integration of PCs and departmental
processors with IBM mainframes.

Our customers have articulated requirements to interconnect their workstations
so that they can write and print independently of OIT mainframes, as well as
access applications running on OIT mainframes. We recognize the importance of
these requirements, and we intend to meet them fully, within resource
limitations.

We have asked the members of the Customer/Standards Committee to provide us
with statements of their functional requirements for the networking of
workstations, and we have begun a series of meetings within OIT and with the
Office of Security to address these issues.

We plan to have a standard for workstation interfaces to local area networks
completed by 1 April 1987, so that our customers will be able to plan their
equipment acquisitions. Before the end of FY 1987 we will make a testbed
installation of our standard local area network for selected customers, to
gain experience with this technology.

4. Noncomforming Acquisitions. The Agency has a sizable inventory of
standalone word processing equipment, such as NBI and Lanier, that cannot
readily be integrated with OIT mainframes. Purchase of such equipment should
be discontinued now; we will work with the Office of Logistics to provide
procurement ‘guidance in this area.

We have also purchased Wang Alliance systems that can be integrated with OIT
mainframes by connecting the Alliance processors to Wang VS processors, and
then connecting the VS processors to OIT systems. We have received requests
for connection of Wang Alliance systems to OIT systems, and we are proceeding
to provide a feasibility test of that connectivity as well as a plan for its
full-scale production use. However, Wang Alliance systems do not conform to
Agency interface standards; by the time the Wang contract expires at the end
of FY 1987 we will have an alternative procurement vehicle in place that can
be used to procure systems that comply with standards.

When our standards are published, we will prepare a Headquarters Regulation
requiring that all procurement actions for ADP equipment beginning over 30
days after standards publication include a statement regarding compliance or
noncompliance with standards. During a transition period our standards will
be.advisory in nature, and we will work cooperatively with our customers,
advising voluntary compliance. By the beginning of FY 1988, either compliance
or a formal waiver will be required.

STAT
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Centrq| Inteliigence Agency m\ e
Washington, D.C. 20505

Executive Director

3 DEC 1986

Note for: DDA
Bill,

In a memo to you and the other Deputies on
13 May, copy attached, I asked that OIT, working
with the Customer Standards Group, promulgate a
set of communications, interface, and service
standards for the Agency and that we identify
possible station networking options and finally,
that ‘'we announce a deadline after which the
Agency would no longer procuré wordprocessing or
computer equipment for the Washington area which

_ does not meet Agency standards. In our

Information Systems Board off-site last month we
went over this latter ground once again and in
eftect, reiterated our earlier commitment, I
would appreciate hearing a complete review of
the status of all these actions before the end
of the year.
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13 May 1986

'MEMORANDUM FOR: DDI
DDA
DDS&T
DDO
Information Systems Board Members

FROM Executive Director

SUBJECT : Agency Information Technology Standards

1. We have made some important information technology decisions over
" the past year and committed ourselves to a new plan of action that will
enable us to upgrade our systems:

= We have resolved to stop depending on costly "home-grown” solutions
for our information technology needs. We intend instead to rely on
solutions that have won general acceptance throughout the
communications and data processing industry. The decision to move
into the IBM 3270-compatible world is an important example.

- We have embraced the concept of "cooperative processing® in order
to put more computer power on the desk and end our total dependence
on the sometimes fickle mainframe systems. We have decided to
phase out Delta Data terminals and a bevy of word processors in
favor of personal computers.

- A new Headquarters communications system is underway. It will
enhance the capabilities of the new workstations and will guarantee
us sufficient future capacity for the inevitable growth in our
communications requirements.

- We have adopted a strategy that will allow us to bridge the gap
between the 0ld system's architecture and the new technology with a
mimimum loss of function. The IBM 3270 PC/AT will be the Agency's
standard workstation until mid-1987, when OIT will have completed
development of the software necessary to permit the use of
AT-compatible workstations. By September 1987, customers will be
able to choose from a family of compatible PC's to meet their needs.

* = OIT customers have taken on a new role in advising and
participating in our information technology decisions. OIT has
re-organized to support them better. A PC Center that will supply
hardware and software is planned.

CL BY SIGKRzR
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- A Customer Standards GrbupIhaé'béén{tdtﬁéaﬁﬁfwblf and. is working to
establish the technical, architectural and service standards we
will adhere to as we build our new networks.

2. Short-term, our progress may be slowed by budget constraints and
the need to devote considerable energy to the logiStics of physically
moving many of our people over the next eighteen months. But our
long-range direction is very clear. We intend to benefit from the
productivity and quality .improvements that modern information technology
offers and, at the same time, position ourselves to be able to
incorporate future technological breakthroughs reasonably smoothly into
our systems. By moving toward industry-standard hardware, software and
architectures wherever possible, we hope to promote the maximum sensible
compatibility in our systems and ease costs, as well as our installation,
training and maintenance burden. Specifically, we seek to avoid the
continuing expense of force-fitting basically incompatible technologies

together in our informations systems. While moving forward on these

fronts, we will also give more systematic attention to the security
implications of our evolving system, particularly the use of personal
computers with their attendant local storage.

3. Additional steps need to be taken in order to support the
decisions we have made. Customers need to know what standards will be
supported in the future so they can make plans and budget for the

retro-fitting of old systems and the development of new ones. I have
asked: o

= that OIT, with the advice of the Customer Standards Group,
promulgate by 1 October the first set of communications, interface,
and service standards for the Agency. The group will also set
meaningful deadlines for compliance by all Agency systems that
require connectivity to central data processing and communications
facilities. OIT will be responsible for ensuring wide distribution

of information about these standards and the implications of these
decisions. '

- that OIT, with the advice of the Customer Standards Group,
aggressively explore the implications of moving toward a
distributed processing architecture. While this architecture is
evolving, it is important that the networking of workstations be
compatible with the central data processing and communications
services. To promote such compatibility, the Customer Standards
Group should, by 1 December 1986, identify the workstation
networking options possible, and publish and give wide distribution
to a set of guidelines designed to help managers make sensible
decisions.

CONFIDENTIAL
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_ that OIT, with the advice':

' of ; hqg;nstoﬁet{Standézds Group, after
outlining the implication§5aia,consulting widely with those
involved, will announce the deadline after which the Agency will no
longerJprocure*stand-along;vo:dfprocessing ox computer equipment
for thefHAshington;atealwhiCh*does aot ‘meet Agency standards. .
Again, information about thisidecision, the pasis for it, and its

implications will be widelygdiétiibuted. Exceptions to these.
procurement rules will be determined by oIT, with the advice of the .
Customer Standards Group, ‘oR the basis of the need for connectivity .

to Agency systems or security requirements which require
stand-alone facilities.

- The Information Systems Board will monitor the progress of these
efforts. Appeals to the decisions on standards and deadlines can
be made to the Director of OIT, who, with the advice of the

25X1 Customer standards Group. can grant exceptions as warranted.
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0IT-0501-86
19 Jun 1986

MEMORANDUM FOR: Executive Director
VIA: Deputy Director for Administrat

FROM: Edward J. Maloney
Director of Information Technology

SUBJECT: Agency Information Technology Standards

REFERENCE: Your Memo, dtd 13 May 86, Same Subject

1. We are very pleased by your strong statement
(Reference) in support of an active approach in the standards
arena, Both this office and the Customer/Standards Committee
agree that standards and a standards development process are
essential to excellence in Agency information systems. It is
my intent to move out immediately to implement your, guidance.
I am prepared to allocate OIT resources as required to meet or
exceed your ambitious schedule. With your $upport, I am sure
the necessary Agency-wide cooperation will be forthcoming., I
will need the technical expertise of our customers and the
attention of their senior management and technical personnel.
I believe the effort will be large, but the benefits will be
very significant.

2. As you requested, we are prepared to develop a basic
set of standards for the Agency's information system network by

1 October 1986. These standards will address the following
areas:

-- communications network architecture
\ -- workstation and terminal connection to mainframes
-- electronic mail exchange among computers

-- integration of personal computer (PC) and mainframe
software

-~ data base management systems
~- levels of service

By 1 December we will also develop a set of standards and
guidelines for distributed processing.

DOWNGRADE TO ADMINISTRATIVE-

INTERNAL USE ONLY WHEN

SEPARATED FROM ATTACHMENT ' )
C—lod- 1

CONE TIAL
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SUBJECT: Agency Information Technology Standards

3. To enable us to develop and implement a complete set of
standards which will meet the processing needs of our customers,
we plan to ask each directorate to submit requirements statements
in the areas of connectivity to the OIT network, local area
networks, and departmental computing. Once these standards and
guidelines are approved, with the advice and consent of the
Customer/Standards Committee, deadlines will be established for
standards compliance for all Agency components. We will ensure
that these deadlines are reasonable and well-thought-out.

4. OIT will devote additional resources--up to three
full-time senior staffers--to our standards activities. I also
expect a renewed and enhanced commitment to this effort by our
customers. We will ask all directorates to revalidate their
appointments to the Customer/Standards Committee, With the
emphasis we are now placing on getting the standards in place,
members will be required to make a substantial commitment of time
to the standards effort. We will need members who are
technically knowledgeable and senior enough to speak for their
directorate. I will draft a memorandum detailing our require-
ments and expected resource commitments to the deputy directors
within the next two weeks.

5. As we proceed with the standards task, I will be keeping
you and the ISB informed of our progress and problems, I hope to
periodically brief the ISB on standards developments. I am
certain that working together we will make significant progress
in the months ahead. The process will encourage a new relation-
ship between this office and its customers, breaking down
barriers and encouraging the cooperation and joint effort that is
essential, if we are to develop the information systems this
Agency will require in the Nineties.

6. If you have any questions on the standards issues,
please do not hesitate to call me. ‘of our
Architectural and Technology Planning Staff is my action officer

for the standards program, as well as Executive Secr r the
Customer/Standards CTmmi;;g£41;an be reached on and

is available at

Lawaﬂi/u. Héfgﬁ%y

cc: Information Systems
Board Members

Customer/Standards
Committee Members

CONFIDENTIAL
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13 May 1985

MEMORANDUM FOR: DDI
DDA
DDS&T
DDO
Information Systems Board Members

FROM : Executive Director

SUBJECT : Agency Information Technology Standards

1. We have made some important information technology decisions over
the past year and committed ourselves to a new plan of action that will
enable us to upgrade our systems:

- We have resolved to stop depending on costly "home~-grown" solutions
for our information technology needs. We intend instead to rely on
solutions that have won general acceptance throughout the
communications and data processing industry. The decision to move
into the IBM 3270-compatible world is an important example.

~ We have embraced the concept of "cooperative processing" in order
to put more computer power on the desk and end our total dependence
on the sometimes fickle mainframe systems. We have decided to
phase out Delta Data terminals and a bevy of word processors in
favor of personal computers.

- A new Headquarters communications system is underway. It will
enhance the capabilities of the new workstations and will guarantee
us sufficient future capacity for the inevitable growth in our
communications requirements.

= We have adopted a strategy that will allow us to bridge the gap
between the o0ld system's architecture and the new technology with a
mimimum loss of function. The IBM 3270 PC/AT will be the Agency's
standard workstation until mid-1987, when OIT will have completed
development of the software necessary to permit the use of
AT-compatible workstations. By September 1987, customers will be
able to choose from a family of compatible PC's to meet their needs.

- OIT customers have taken on a new role in advising and ffﬁhm\\
participating in our information technology decisions. OIT has { PQ&.\
re-organized to support them better. A PC Center that will supply \ i w7 }
hardware and software is planned. . 4
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- A Customer Standards Group has been formed by OIT and is working to
establish the technical, architectural and service standards we
will adhere to as we build our new networks.

2. Short-term, our progress may be slowed by budget constraints and
the need to devote considerable energy to the logistics of physically
moving many of our people over the next eighteen months. But our
long-range direction is very clear. We intend to benefit from the
productivity and quality improvements that modern information technology
offers and, at the same time, position ourselves to be able to
incorporate future technological breakthroughs reasonably smoothly into
our systems. By moving toward industry-standard hardware, software and
architectures wherever possible, we hope to promote the maximum sensible
compatibility in our systems and ease costs, as well as our installation,
training and maintenance burden. Specifically, we seek to avoid the
continuing expense of force-fitting basically incompatible technologies
together in our informations systems. While moving forward on these
fronts, we will also give more systematic attention to the security
implications of our evolving system, particularly the use of personal
computers with their attendant local storage.

3. Additional steps need to be taken in order to support the
decisions we have made. Customers need to know what standards will be
supported in the future so they can make plans and budget for the
retro-fitting of old systems and the development of new ones. I have
asked:

- that OIT, with the advice of the Customer Standards Group,
promulgate by 1 October the first set of communications, interface, ;
and service standards for the Agency. The group will also set i
meaningful deadlines for compliance by all Agency systems that
require connectivity to central data processing and communications
facilities. OIT will be responsible for ensuring wide distribution
of information about these standards and the implications of these
decisions.

=~ that OIT, with the advice of the Customer Standards Group,
aggressively explore the implications of moving toward a
distributed processing architecture. While this architecture is
evolving, it is important that the networking of workstations be
compatible with the central data processing and communications
services. To promote such compatibility, the Customer Standards
Group should, by 1 December 1986, identify the workstation
networking options possible, and publish and give wide distribution
to a set of guidelines designed to help managers make sensible
decisions.
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- that OIT, with the advice of the Customer Standards Group, after

outlining the implications and consulting widely with those
involved, will announce the deadline after which the Agency will no
longer procure stand-alone word processing or computer equipment
for the Washington area which does not meet Agency standards.
Again, information about this decision, the basis for it, and its
implications will be widely distributed. Exceptions to these
procurement rules will be determined by OIT, with the advice of the
Customer Standards Group, on the basis of the need for connectivity
to Agency systems or security requirements which require
stand-alone facilities.

- The Information Systems Board will monitor the progress of these

efforts. Appeals to the decisions on standards and deadlines can
be made to the Director of OIT, who, with the advice of the
Customer Standards Group, can grant exceptions as warranted.
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NTIAL

Central Intelligence Agency
Washington, D.C. 20505

Executive Director

3 DEC 1986

Note for: DDA
Bill,

In a memo to you and the other Deputies on
13 May, copy attached, I asked that OIT, working
with the Customer Standards Group, promulgate a
set of communications, interface, and service
standards for the Agency and that we identify
possible station networking options and finally,
that we announce a deadline after which the
Agency would no longer procure wordprocessing or
computer equipment for the Washington area which
does not meet Agency standards. In our
Information Systems Board off-site last month we
went over this latter ground once again and in
effect, reiterated our earlier commitment. I
would appreciate hearing a complete review of
the status of all these actions before the end
of the year. :
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: - Prenti Periciy
ng. 2673 i
12 May 1986

MEMORANDUM FOR: Information Systems Board Members
FROM : Executive Director

SUBJECT : Future Directions

1. The Information Systems Board first met almost three years ago. A lot
has happened in that three years--most of it initiated by the Board. Most
importantly, we have embraced a new philosophy of managing information
technology. Far-reaching decisions are now brought to the attention of senior
Agency managers--yourselves included--for discussion, debate and resolution.
As a result, we have decided:

- to move toward a decentralized architecture--computers on every desk,
- to rely on industry standards wherever possible,

- to support a long-term investment program in computer security,

~ to create an executive information/decision support system, and

- to build enough flexibility into our systems that we can more easily
take advantage of new technology in the future.

2. While much important work has been done, many of the decisions that
have been made so far are near-term and tactical rather than long~range and
strategic. At the meeting on Thursday, May 15 (Room 6D49), I would like us to
spend some time discussing future information technology directions for the
Agency in general and for the Board in particular. Attached is a strawman
agenda for the next year, included for the purpose of provoking discussion. I
want to know what you think the strategic information technology issues are,
where you think your directorate should be in five years, and how you think
the Board can help get us there. See you Thursday. i,
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INFORMATION SYSTEMS BOARD

Suggested Agenda 1986 — 87

OLD BUSINESS - The Board will continue to monitor several continuing issues:

— — Standards: OIT will brief the Board regularly on the
progress of the Customer Standards Group in determining
hardware, software and service standards for the Agency
and deadlines for compliance with these standards. One
meeting will be devoted to a discussion of the implications
for the Agency of moving from stand-alone word processing
equipment to personal computers.

— — ComputerSecurity - The Board will monitor the progress of
the network and personal computer security programs
initiated by its Security Investment Strategy. If the
strategy needs updating, the Computer Security Working
Group will be reconstituted for that purpose.

— — Information Sharing: The DO has requested that the data
sharing policy prepared two years ago by the Computer
Security Working Group be updated and submitted to the
Community for ratification. They further suggest that
the Board adopt security guidelines for all systems
containing DO information. An inter-directorate Task
Force will be established and will report its
recommendations to the Board by September.

— — Corporate Data Program: OIT/MISG will brief the Board
on OIT's program to upgrade and expand personnel,
logistics, financial, budget and other corporate
databases and the executive information and decision
support tools that will be available to senior Agency
managers. The DDA will be asked to join the Board for
a discussion of the organizational implications of the
new corporate database capabilities.

— — Advanced Concepts - Three Board meetings will be devoted
to briefings by ORD and others on advanced concepts in
hardvare, software, architecture and communications
technology and the implications of these for our business.
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STRATEGIC DIRECTIONS - Where do we want to be five years hence in:

-- Function: Four meetings -- one per directorate -- will
discuss the data processing and communications tools each
directorate forsees needing in five years to do its job
better and those previously manual functions that are
priority candidates for automation.

-- Enhanced Security: 0S8, 0C, OIT, and DO/IMS will jointly
brief the Board on ways in which new information
technology can be used to improve security proceedures
and practices beyond current levels.

-- Communications: OC and OIT will jointly brief the Board
on future communications requirements including which
Agency components will need to communicate with which
systems in the future and what types of information will
be communicated -- text, voice, imagery, video.

-- Architecture: OIT will brief the Board on its long range
architectural direction including the role of the
mainframe vs. workstations in cooperative processing,
the uses of departmental systems, local area network k%
and local storage options. '

-- Investment Strateqy: O/Compt will lead a discussion on
the Agency's information technology priorities and funding
options for the next five years.

-- Organization: OIT, ASG, IMS and a DS&T representative
will brief the Board on the options for most effectively
dividing the labor and responsibility of managing :
information technology in the future.

-- Summary: After the Board has covered these issues,
one meeting will be taken to discuss the organizational
implications and options of the Agency's strategic
directions and the future role of the ISB. i
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